VPN User Guide: Own Device
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Own PC/laptop: Windows

These instructions tell you how to setup and install the software required to connect your
own/home PC or laptop to the Heriot-Watt (Malaysia) VPN

Browser choice is important - use either Internet Explorer (IE) or Firefox
e Do not use Windows 10 Edge Browser or Chrome

Pre-Configurations required before logging into VPN

JAVA Configuration Settings
You must be running the most recent version of JAVA on your home PC

You can download JAVA here (http://www.java.com/en/download)

Edit your JAVA security settings

Go to the Java Control Panel ( Open System preferences — then open Java)
Select the Security tab

Click Edit Site List

Click ADD

Type https://hwumvpn.hw.ac.uk in the new row

Click OK

ouAwLNE

Using the VPN

Logging in
1. Open a browser and enter https://hwumvpn.hw.ac.uk
2. Enter your HW username and Password
3. Select HW Students from the drop down box
4. Click on Login

£ - & & || B Heriot-Watt University Mal...

5 G Google [ United Kingdom locations... [} Suggested Sites v [ Box ¥/ SSL & TLS Certificates by ...

HERIOT
T

@ T Heriot-Watt University Malaysia
UNIVERSITY

Welcome to the Heriot-Watt University Malaysia VPN Portal

The HWUM VPN provides easy and secure remote access
to your corporate network from anywhere on the Internet.

Username:  studenttest

Password:

Domain: | S|

e You will now be logged into the VPN and should similar links as the diagram
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& G Google 1 United Kingdom locations... [[ Suggested Sites v [ Box o SSL & TLS Centificates by ...

HERIOT
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Herot-Wat Universiy Malaysia

Downloads | Options | Help | Logaut
User: StudereTest  Session Status: [de for 1 mress

Welcome to the SonicWall Virtual Office
SonicWall's Virtual Office provides easy and secure remote access to the corporate network from
anywhere on the Intemet.

Click  pre-defined bookmark or Create your own to securely access a Corporate network
resource.

Launch NetExtender to create a secure network connection to the corporate network for full
network access.

File Shares @
‘ Browse shared files on your corporate:
Petwark.

Show bookmarks: Al [v]

£

B Student Home network Drive

Onepetro
Vieb (Examal Vieb Ste) Fie Shares Java Applet

vaww.qoogle.com
Web (HTTP)

Navigating your files
1. Click Student Home Network Drive

Tips/Help [ Q]

How can T change my password?

‘You may be abe to change your password
through a Remote Desktop session or @
‘webpage. Please contact your
administrator for specific instructions.
What is File Shares?

File Shares allows you to remotely access.
files in the local network. You can also
copy files from your remote computer
the local network.

e  You will see the pop-up window showing the file layout

Search and locate the file that you require

3 hetpsy, ey =]
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Welcome to the SonicWall Virtual @ SISRECYCLEBIN SRECYCLE BIN 2014 12:03:2
SonkWall's Virtual Office provides easy and secu & Custom Office Templ 7
anywhere on the Intemet. Qdig 3 Custom Office Templates [ dot 2018
Click a pre-defined bookmark of create your own| Cdig2 Sa 21 Jly 2015
resouce. o d 0:03
SIHW Work -
u « " i
Launch NetExtender tocrete 3 secure networ i -7 el
- 1
Cltocal Documents Bac
= - 08 November
Netextender @ Mty Music O3 2015 15:36:1
huconmachd CImty Pictures M
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My Music 2017 13:392
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8
W St Shared Network Difve -
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W% -

e Once file is located, highlight the file and click download
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e Once you have finished editing the file that you downloaded, click upload

g | B8 Suggessea sass v ) e sace Gatery » B v () aion wast - v porat [ Herio watt Mt
HERIOT

ONIVERSITY

Heriot-Watt University Malaysla

Welcome to the SonicWall Virtual O

SonkWall's Virtual Office prowdes easy and sec
ywhere on the intemet

Click  pre-defined bookmark or create your own)
resource.

Launch NotExtander to craate 3 secure natwork d
network access.

Shaw bookmarks: Al (%]

© Financo

et (HTTP)

© Onepetro
et (el e Ste)
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e Shares v Ayt

£ 2018 Soncwal nc
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Other links, tips and help
The other links to the HW web and to Vision are on the VPN as quick short cuts while logged into the
VPN.

You do not need to login to the VPN, you can go directly to these web sites via a browser.

Log out
e C(Click Logout to close VPN connection

- 5
- 5= G| B8 v vy s

- o v s aTSCottensty

Welcome to the SonicWall Virtual Office Tips/Help [ a]

ryuberson e e
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Own PC/laptop: Mac

Follow these instructions on how to setup and install the software required to connect to the Heriot-
Watt Edinburgh VPN.

Pre-Configurations required before logging into VPN

JAVA Configuration Settings
You must be running the most recent version of JAVA

You can download JAVA here (http://www.java.com/en/download)
Edit your JAVA security settings

Go to the Java Control Panel (System Preferences, Java)
Select the Security tab

Click Edit Site List

Click ADD

Type https://hwumvpn.hw.ac.uk in the new row

Click OK

ok wnNPRE

Creating a Folder for VPN access — MAC Users

e Create a new folder called HW WORK in Documents on your MAC.

This will allow you to access the folder created from your MAC when you connect via the VPN, allowing you to
easily drag and drop files from your HW student home drive to your home MAC PC.
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Using the VPN
Logging in

1.

2.
3.
4.

Open a browser (Firefox preferred) and go to https://hwumvpn.hw.ac.uk

Enter your HWU Username and Password
Select HW Students from the drop down box
Click Login

o e iy
rl https://hwum...-binfwelcome \ +

hwumvpn.hw.ac.uki/cgi-bin/welcome @ Q Search

HERIOT
WATT

JNIVERSITY

Welcome to the Heriot-Watt University Malaysia VPN Portal

The HWUM VPN provides easy and secure remote access
to your corporate network from anywhere on the Internet.

Username: |:x[es(04

Password:

Domain: | HW Staff

HW Staff

| JEERE

You will now be logged into the VPN and should see links as the diagram

t

@ | Q Search

B ¥ A

Options | Help | Logout

User: Smithtest, SallylestD  Session Status: Active

Welcome to the Dell SonicWALL Virtual Office

Dell SonicWALL's Virtual Office provides easy and secure remote access to the
corporate network from anywhere on the Internet.

Click a pre-defined bookmark or create your own to securely access a corporate
network resource.

Launch NetExtender to create a secure network connection to the corporate network for your ad_mmistralnr for specific
full network access. instructions.
What is File Shares?
55 File Shares @ File Shares allows you to remotely

Browse shared files on your corporate
network.

All Bookmarks || Web || Files Show Edit Controls

Tipselp

How can | change my password?
You may be able to change your
password through a Remote Desktop
session or a webpage. Please contact

access files in the local network. You
can also copy files from your remote
computer to the local network.

@ Student Home network Drive File Shares Java Applet
& vision Web (External Web Site)
&5 www.hw.ac.uk Wab (HTTP)
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https://hwumvpn.hw.ac.uk/

Navigating your files

1. Click Student Home Network Drive

In the window displayed you can see

You maybe prompted by JAVA, please check the box and click either Run or Allow.

@ 0@ [ hupshwumv.gi-binportal % |+

€ | F ;@ mipsimwumypn hw.ac.ukicgi-biniportal

«corporate network from anywhere on the Internet.
network resource.

full network access.

to the Dell SonicWALL Virtual Office

Dell SonicWALL's Virtual Office provides easy and secure remote access to the
Click a pre-defined bookmark or create your own to securely access a corporate

Launch NetExtender to create a secure network connection to the corporate network for

%5s, File Shares

PRz

w Browse shared files on your corporate
network.

e | s

& Student Home network Drive

&P Vision

&9 wwwhw.ac.uk

Show Edit Controls
File Shares Java Applet

Web (External Web Site)

@ Q search wE + A

Options | Help | Logout

User: Smithtest, SallytestD  Session Status: Active

TipsiHolp

How can | change my password?
‘You may be able to change your
password through a Remote Desktop
session or a webpage. Please contact
'your administrator for specific
instructions.

What is File Shares?

File Shares allows you to remotely
access files in the local network. You
«can also copy files from your remote
‘computer to the local network.

Web (HTTP)

Left panel — your local MAC Folders

Right panel — your HW home (H:) drive

o0 e File Shares Java Applet

File Shares

My Computer

hw.ac.uk/ iclauncher 7JRE=OK&bmld=5& REMOTEPAT H=%2F%2Fhomefs02-my.hw.ac.uk%2Fhome%2F

HTML Version | Help

€9 Remote Network

IEICIRAAER S
!

el

//homefs02-my.hw.ac.uk/home/

(&S] J |68 < G | W-Bookmarks

s /.dbfseventsd
% [ .DocumentRevisions-V100
% [.DS_Store

| [ file

|% [ fseventsd

% [.hotfiles.btree

< /.Spotlight-V100

(= [ Trashes

< [ vol

< [Applications.

% [AventailConnect

= [bin

' [com.apple.mDNSResponder.plist.sonicwall.bk
< [cores

< dev

s fetc

% [home

(%= [home (from old Mac)

% /Incompatible Software

<@ finstaller failurerequests
[ /| ibrarv

Scroll down the contents in the left-hand panel (if necessary) and select /Users

My Computer

€9 Remote Network

IEIEIEIAEIIEEELR

e [@h] Wi =&

|l ~ Bockmarks

% /home (from old Mac)
< /Incompatible Software

< /installer failurerequests

<= /Library

== [net

%= [Network

<= /opt

== /private

== [sbin

[ (System

== /tmp

== (User Guides And Information
%= (User Guides And Information (from old Mac)
= [Users

== jusr

%= [var

‘%= (Volumes

[~

! /fhomefs02-my.hw.ac.uk/home/
== /dev ) xxtest04

< fetc

<= {home
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3. Open the Username folder e.g. Home or steviep

Jocalized

My Computer t’ Remote Network
lele-|&Em J6E) | & [l 16 |-G D) F |58 )| G | W~ sookmarks
JUsers /fhomefs02-my.hw.ac.uk /home/

I3 colme I xxtest04

I Shared

| steviep

4. Open Documents folder

My Computer 8 Remote Network

fUsers steviep / /homefs02-my.hw.ac.uk /home/

”@@'[ﬁu}u} @uﬁ @ﬁ ”@@' Lﬁ}u}@u&(tﬂ B2 i'Buukmarks

I .bash_sessions. I3 xxtest04
I=) .cups

I .oracle_jre_usage

I .Trash

I Desktop

|| Documents

I3 Downloads

I Library

I3 Movies

I Music

I Pictures.

I3 Public

= .bash_history

= .CFUserTextEncoding
=] .DS_Store

/= .netExtender.log

5. Open HW Work folder (this is the Folder that you created before logging into the VPN)

My Computer 8 Remote Network
Ieel- &S J6E] S & [ee]-]&E [J6E): &)
/Userssteviep/ Documents / fhomefs02-my.hw.ac.uk /home/

| HW Work I xxtest04

IC RDC Connections

= .DS_Store

=) .localized

6. Inthe right panel — open your username folder

My Computer 8 Remote Network
[[ele-|&E]|[J&E] & Il& & E[S): 6] [ [&] W scommas
JUsers/steviep/Documents/HW Work //homefs02-my.hw.ac.uk /home/

I dig2 I xxtest04

e You can now drag and drop files from your Mac to your HW Home drive or vice-versa

My Computer 8 Remote MNetwork
IEICIMEEH T [[@1&]-|[EE)[J]6E <] &
fUsers fsteviep/Documents /HW Work / fhomefs02-my.hw.ac.uk fhome/xxtest04/
 dig2 I dig2
I digs
I digé
I stevie
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Other links, tips and help
The other links to the HW web and to Vision are on the VPN as quick short cuts while logged into the

VPN.

You do not need to login to the VPN, you can go directly to these web sites via a browser.

Log out

Click Logout to close VPN connection

e0e® ) nttps:/fhwumv..gi-bin/portal % | +
€ | F @& htpsihwumypn.hw.ac.ukicgl-bin/portal ¢ Q search B ¥+ A0 =
HERIOT
WATT Options | Hely | Logout
NIVERSITY
User: Smithtest, Sallytest D Session Status: Active
Welcome to the Dell SonicWALL Virtual Office
TipsiHelp
Dell SonicWALL's Virtual Office provides easy and secure remote access to the
corporate network from anywhere on the Internet. How can | change my password?
. ‘You may be able to change your
Click akpre-deﬁned bookmark or create your own to securely access a corporate password through a Remote Desktop
L e session or a webpage. Please contact
Launch NetExtender to create a secure network connection to the corporate network for oD ad_ministralnr for specific
full network access. instructions.
What is File Shares?
457 File Shares ® File Shares allows you to remotely
sm’“m"'“ an your corporate access files in the local network. You
can alsc copy files from your remote
computer to the local network.
All Bookmarks || Web || Files Show Edit Controls
@ Student Home network Drive File Shares Java Applet
& vision Web (External Web Site)
&9 www.hw.ac.uk Web (HTTP)
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